Chromebook and G Suite
Management

Google for Education (aDnoel leeming




Chromebook and G Suite Management

This document is a Chromebook and G Suite Quick Start Guide for schools and describes (in greater detail):

e The benefits of managing Chromebooks with the Chrome Education Upgrade (previously Chrome Education Licence).

e  Setup and enrolment to efficiently enroll devices in your domain.

e Device settings to ensure your devices are set up to create an optimal learning environment.

e  User settings to ensure that policies are in place to create an optimal learning environment.
e Information around how to utilise Android Apps on your domain.

e Information about viewing and managing your fleet of devices.

e  Wi-Fi settings to ensure your Chromebooks connect automatically to your network.

e  Google Vault settings to support your organisation’s retention and eDiscovery needs.

e  Support and Troubleshooting options.

e Google for Education Health Check options
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Chrome Management .
Overview It
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Google for Education

Shareable devices and
collaborative tools built for
teachers and students

G chromebook G Suite for Education m
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Terminology & Key Concepts
Policy

Setting that are defined in the Admin
Console
Apply to Users or Devices

Admin Console

https://admin.google.com
Single place to manage Users and Devices

Note: you will need to have been granted access to the admin
console

Organizational Unit (OU)

Container for Users, Devices, Settings etc.
Sub OU

e Inherits from parent OU

e Can overwrite inherited settings
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Device Settings vs User Settings

Device Settings
Applies to the device with
or without logged in user

e Controls who can login
and how they authenticate

e View device details within the Admin Console
e Controls updates, auto-enrollment

and device deactivation

Controls how the device operates, rather
than what a user can do on the device

User Settings
Applies to the logged in user
on any device

e Device does not need to be
enrolled on the user’'s domain

e Manages the Apps, Extensions, Bookmarks
etc that the user sees once logged in

e Manages the security profile for the user

Controls the user experience,
not the device

Chrome Education Upgrade
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Chrome Education Upgrade

Note: The Chrome Education Upgrade was previously
known as the ‘Chrome Education Licence’

To manage Chrome devices across
your organisation, you need a Chrome
Education Upgrade for each device you
want to manage.

This allows you to view and

manage your enrolled device fleet from
the Admin console.

El 1-time upgrade that lasts
the life of the device
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What if devices aren’t managed with the Chrome Education Upgrade?

e Students can use Guest Mode or sign in
with any account - in which case, no user
settings will be applied.

e Lost/stolen devices can be used by
anyone.

e Large amounts of time and effort are
required to manage devices on an
individual basis.
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Device Enroliment

Note: General information within this section has come from Google’s Device Enrolment Support Website. Any recommendations are what Noel Leeming consider best practice for

NZ schools.
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https://support.google.com/chrome/a/answer/1360534

Just sign in once to lock the device to your domain

Enrollment is as easy as

Enterprise Enrollment

Before you start:

By default, devices automatically
enroll into the top-level organisation.
If you want devices to automatically
enroll onto a specific OU (i.e
‘Chromebooks’) as well as being
able to enter identifying information
about the device, see
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Device Enroliment

Click “Let’s go”, then Enter wifi details

Accepts T's and C’s - Device updates at this point

Username: xxxxxxx Password: Xxxxxxxx

Asset ID
Device name: xxxxxxx Location: xxxxxxx

Enroll the Chromebook (Ctrl + Alt + E) before signing in.

Give

Chromebooks an Asset ID during enrolment.
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What if my device has been logged into already?

Device Reset: Powerwash

e Perform Factory Reset - Powerwash

e Removes all locally stored
data & Google Accounts

e Shortcut: Ctrl+Alt+Shift+R
at Sign-In screen

enrol the device.

Chrome OS

History
Extensions

Settings

Help

Settings Sea
L AULUITIAULAIY CHUR WIS LIS THUUSE PUITILET SLUPS
Delay before click: | very short 5.4

[ Enable on-screen keyboard

Powerwash
Remove all user accounts and reset your Chrome device to be just like new.

Powerwash

Reset browser settings

Restore browser settings to their original defaults.

Reset browser settings |

Hide advanced settings...

(oD noel leeming



https://support.google.com/chromebook/answer/183084?hl=en&source=genius-rts

Device State Enrollment Process

Previously used Device [ New Device ]
[ Powerwash Device ]———‘[ Enroll Device ]
Enrolled?

Configure Device
Policies

[ Configure User Policies ]

Unsuccessfully Successfully g

*Note a previously enrolle

d device may be locked to a specific domain

and prevent enrollment into another domain. Ensure that it has been

deprovisioned and wiped.

(oD noel leeming


#
#
#
#

Devices - Give them an Asset ID

° Individual Chromebooks will need Iabe”ing in some [ serial Number Status Asset ID Enroliment Date
way so that they can be identified easily.

e  When the Chromebook label matches the Asset ID in
the admin Console, it will be easier to:
o  find devices in the Admin Console
o disable, deprovision, move to different OU’s etc

e AssetID’s can be as simple as A1, A2, A3 for
school-owned devices or the students name for
BYO-devices.
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Give Chromebooks an Asset ID during enrolment

e Before enrolling your Chromebooks,
consider creating an Organisational Unit [0 serial Number  Status Asset ID Enrollment Date
(OU) called ‘Chromebooks’.

O 5CD433128T  Provisioned romebook 1 Al
8:51:57 AM

e  For enrollment purposes, create a user
such as cb@domain.school.nz

e Make sure this user is placed within the OU
‘Chromebooks’.

e Goto User settings, select the OU
‘Chromebooks’ and ensure that the
settings on the following page are in place. sub OU’s

off-hours settings.

ofo@domain.school.nz
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mailto:ofo@domain.school.nz

Asset ID on enrolment & place devices in a chosen OU

Device management > Chrome > User Settings

ORGANIZATIONS

Chromebooks

This settings ensures that when a
device that is enrolled using the
cb@domain.school.nz, you will be

Search settings

Enroliment Controls @

Device Enroliment
Inherited

Asset Identifier During

prompted to add an Asset ID and
location for that device. Note: the
location is where the device is likely to
be (i.e Library), not the OU. This can
be left blank if that suits.

\ 4

Inherited

Enrollment Permission
Inherited

Place Chrome device in user organization during manual enrollment. @

Place Chrome device in user organization A

Populate Asset ID and Location fields during enroliment. @

Users in this organization can provide asset IDa v

Enrollment Permission Q

Allow users in this organization to enroll new or 1 v

R E—

These settings enures that any
device that is enrolled using the
cb@domain.school.nz will
automatically be placed the the

‘Chromebook’ OU.
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Device Settings

Note: General information within this section has come from Google’s Device Settings Support Website. Any recommendations are what Noel Leeming consider best practice for NZ

(oD noel leeming

schools.


https://support.google.com/chrome/a/answer/1375678?hl=en

Device settings

Give a custom, school-wide
experience on each and
every device, no matter who
signs in.

Device settings help to maintain control over who
can sign in on your Chromebooks. For example, you
can create a policy that only users within your
domain can sign in.
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Recommended Organisational Unit structure

Domain
Root

/ Use Case

\_

Ou

~

[ Devices
[ School-Owned ] Assessment
(
L BYOD ]
Off-hours on
Off-hours off J
[ Users
(
| staff ]
[ Students ]
2019
2020
2021
Suspended

This is an example of how you may
want to set up OU’s for devices in your
organisation. Different settings can be
applied for each OU, so devices can be
placed in an OU depending on what
settings you want them to have.

Note: These OU’s show how school’s
may want to structure their OU’s in a
BYOD environment - thus utilising the
off-hour sign-in settings that can be
applied.

For schools wanting to create a secure
testing environment, you may want to
create a Sub-OU called ‘Assessment’

(oD noel leeming



Specify who can sign in

Ensure school-owned Chromebooks are only used for educational

purposes by disabling guest mode and restricting sign in to your domain.
Guest Mode: Controls whether to allow guest browsing on

managed Chrome devices. If you select Allow guest mode (the
default), the main sign-in screen offers the option for a user to
sign in as a guest. If you select Do not allow guest mode, a user
must sign in using a Google Account or G Suite account. When
a user signs in using guest mode, your organization's policies
are not applied. For schools, we recommend the “Do not allow

Google Admin Q_ Search for users, groups, and settings (e.g. create user)

Device management > Chrome > Device Settings

ORGANIZATIONS Search settings guest mode” option.
~ chrome4edu.com Sign-in Restriction: This setting enables you to control which
Sign-in Settings @ R A g i
» [Chromebooks users have permission to sign in to a managed Chrome device.
When the default Restrict Sign-in to list of users is selected, and
GuestMode  Allow Guest Mode the textbox is left empty, any user with a Google Account or G
Locally applied . . . . .
Do not allow guest mode v Suite account can sign in. However, if you include one or more
user names in the text box, only the named users can sign in;
Sign-in Restrict sign-in other users will receive an error message. The names can
Restrictis " Tt i - 3 3 3
| PSR z include the wildcard * followed by the domain name, to allow all
Enter a comma-delimited list of usernames who can sign in to the device. Wildcards (*) are allowed in the local part of the email users within a domain |og.in to the Chromebook. We
address (e.g. *@example.com). Leave empty for anyone to sign in. . . .
*@chromededu.com recommend locking the device to users of your domain,

therefore user policies set within that domain are enforced.




Autocomplete Domain

Google Admin Q. Search for users, groups, and settings (e.g. create user)

Device management > Chrome > Device Settings

ORGANIZATIONS Search settings

+ chrome4edu.com
Autocomplete Domain name autocomplete at sign in

Domain
» Chromebooks Locally applied Use the domain name, set below, for autocomple ¥

username(@ chrome4edu.com

Autocomplete Domain: The Domain name autocomplete at sign in setting enables you to choose a domain name to present
to users on their sign-in page. When you enable this setting, users don't need to type the @domain.com part of their
username during sign in. We recommend enabling this for your school domain to speed up the sign-in process.

Note: You can override this setting by typing your full username when you sign in.
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Off-Hours Sign in Settings

= Google Admin Q_ Search for users, groups, and settings (e.g. create user) Allows you to set a weekly schedule when

the guest browsing and sign-in restriction
settings don't apply to managed devices
ORGANIZATIONS Search settings running Chrome 0S.

Device management > Chrome > Device Settings

+ chrome4dedu.com Off Hours Set hours during which some sign-in restrictions won't apply. For example SChOOl admins can blOCk

Locally applied
guest browsing or only allow users with a
username ending in @domain.school.nz to

Note: users who do not meet your regular sign-in criteria must connect to the internet before loggin in.
GMT+13:00 New Zealand Time (New Zealand T ¥

~ Chromebooks

BYOD (off-hours off)

v b v v d \ w o
BYOD (off-hours on) :;::yy = :z :: : :::::Syday - :zz :: = ; E sign in during school hours. Outglde of
school hours, users can browse in guest
Sehool owned Wednesday v | | 3:30PM v| | Thursday || 8:00AM v WD mode or sign in to their device using an
Thursday v 3:30 PM v Friday v  800AM v u account other than their
Friday v 330PM v| [ Monday v 800AM v @D @domain.school.nz

Add another set of hours

For BYO devices, we recommend giving
parents the option as to whether or not
they want their child's device to have
access to the off-hours sign in settings.
Note: See the organisational structure on the left
to see how this could be applied.




Disabled Device Return Instructions

Google Admin Q_ Search for users, groups, and settings (e.g. create user)

Device management > Chrome > Device Settings

ORGANIZATIONS Search settings
~ chrome4edu.com Disabled Custom text to display under "This device was locked by the chrome4edu.com administrator.. We recommend including a return
device address and contact phone number in your message.
» Chromebooks return This Device is the property of (school name). Please contact xxx-xxx-xxx or email admin@school.co.nz
instructions

Alternatively please send to:
School
Street

Locally
applied

This setting controls the custom text on the disabled device screen. We recommend you include a return
address and contact phone number in your message so that users who see this screen are able to return
the device to your organisation. Click here to see how to disable a device.
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Sign-in Keyboard

= Google Admin Q, Search for users, groups, and settings (e.g. create user)

Device management > Chrome > Device Settings

ORGANIZATIONS Search settings

~ chromededu.com Sign-in Create an ordered list of keyboards to use on the sign-in screen

Keyboard

» Chromebooks )
Locally applied

Filter keyboard layouts Selected layouts
[] uUS Workman keyboard

[T} us Workman international keyboard
] US Programmer Dvorak keyboard

] US keyboard [Malay - Melayu]

] US keyboard [Indonesian - Indonesia]
[ US keyboard [Filipino]

US keyboard

7] US International keyboard

[} us International keyboard

[} USExtended keyboard

US keyboard

Specifies which keyboard layouts are allowed on the Chrome device’s sign-in screen.
On shared devices, we recommend choosing one sign keyboard layout to stop students changing the layout
so the next person struggles to sign-in.... (i.e the @ button is now no longer where you would expect)
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Secure Assessments

= Google Admin Q, Search for users, groups, and settings (e.g. create user)

Device management > Chrome > Device Settings

ORGANIZATIONS Search settings

~ chromededu.com Kiosk Settings @

~ Chromebooks

» BYOD Kiosk
Settings
Inherited
~ School owned nherte
Assessment
Kiosk Apps

Inherited

Chromebooks are a secure platform for
administering student assessments. With
Chromebooks, you can disable students’
access to browse the web during an exam in
addition to disabling external storage,
screenshots, and the ability to print.
Auto-Launch Kiosk App Chromebooks can be setup using ‘Single App
None . Kiosk' for secure testing.

Public Session Kiosk

Do not allow Public Session Kiosk v

No kiosk apps available to launch Manage Kiosk Applications
Note: Android kiosk is officially supported only on certain devices
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Secure Assessments:
Single App Kiosk

Requirement: You need to have the test available as a Chrome kiosk app

Goog|e Admin Q, Search for users, groups, and settings (e.g. create user) Manage Kiosk Apps
Devi t > Chrome > Device Settings
i i N 1. Go to Device management > Chrome management > Device settings > Kiosk
ORGANIZATIONS Search settings Apps. Click on Manage Kiosk Applications.
2. In the dialog that appears select the exam kiosk app you want to use. You
~ chromededu. i i iti
chrome4edu.com Kiosk  No kiosk apps available to launch Manage Kiosk Applications can search for it on the Chrorne Web .Store, or manually install it if you have
+ Chromebooks Apps Note: Android kiosk is officially supported only on certain devices the app ID and UBL by sglectlng Specify a Qustom App.
Inherited 3. On the same Device settings page, under Kiosk Settings > Auto-Launch
» BYOD Kiosk App, select the app.
4, Make sure the devices you want to administer the test with are under the
~ School owned Kiosk Apps organizational unit you select for the kiosk app.
Assessment The selected kiosk apps will be automatically installed.
T Auto-Launch Setting for a Kiosk App
& Chrome Web Store > | | Total toinstall: 1
?‘ Domain Apps D | M4 NAPLocked down... el Remoys If Auto-Launch Kiosk App is not configured, then the student will see a menu of kiosk apps in
i 5 the syst-e.m tray on the login screen. The studen.t needs to select the approprlat‘e kIOSk- app to
launch it in order to take the test. After the test is complete, the student can exit the kiosk
» Managed Google Play > app and log back into a user session.

If Auto-Launch Kiosk App is configured, when the device next boots, it will immediately load
the kiosk app.
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Public Sessions

With public sessions, multiple users can share the same Chrome device without the need to sign in. For example, use public sessions to
configure Chrome devices for use as kiosks, loaner devices, shared computers, assessments, libraries, kindergartens or for any other work or
school-related purpose for which users don't need to sign in.

1. Go to Device management > Chrome management > Public session settings.

2. Select the OU for which you want the settings to apply.

&, Configure the settings on the page and include a Session Display Name that you would like to appear on the device’s home screen,
such as the name of your school or the name of a test.

4, Click Save changes.

& Go to Device management > Chrome management > Device settings.

6.  Select the organization you want to configure and under Kiosk Settings > Public Session Kiosk, select Allow Public Session Kiosk.
This attaches the public session settings to the devices in the organization you select.

7. Click Save changes. Settings typically take effect within minutes, but they might take up to an hour to propagate to the devices.

8. Move the desired Chrome devices into the OU that that has the public session settings applied.

If you set Auto-Launch Public Session to Yes and enter 0 into the field Number of seconds before delaying auto-login, the device will be a Public
Session Kiosk after you logout and go to the sign-in screen. If you want to launch a Chrome device with a single Chrome app full-screen, see
how to setup a
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User Settings
i

Note: General information within this section has come from Google’s Device User Settings Support Website. Any recommendations are what Noel Leeming consider best practice

(oD noel leeming

for NZ schools.


https://support.google.com/chrome/a/answer/2657289?hl=en&ref_topic=9028500

User settings

Create a personalised
experience for users on
each and every device in
your domain, and Chrome
browsers everywhere.

User settings are the things the students can
take with them no matter what tool or what device

they're using.
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Recommended Organisational Unit structure

Root

[ Devices ]

School-Owned ] Assessment

[ BvoD |

Off-hours on

Off-hours off
s
[ steff |
[ Students |
2019
2020
2021

K Suspended

This is an example of how you may want to set up
OU’s for users in your organisation. Different settings
can be applied for each OU, so users can be placed in
an OU depending on what settings you want them to
have.

For schools wanting to setup public sessions for
testing, you may want to create a Sub OU called
“Testing” that you can move students in and out of.

Tip: It will save you time at the end or beginning of
each year if you name each sub-OU for students
according to the year that would be their last year at
your school.

Note: As G Suite for Education accounts have an
unlimited amount of users, you may want to consider
placing users such as students and staff that have left
your school into the an OU for ‘Suspended’ users
rather than deleting them. That way, users can be
enabled easily again if needed. After a certain time
frame they could be deleted.
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Custom Wallpaper

Google Admin Q_ Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings

ORGANIZATIONS Search settings

~ chrome4edu.com

Staff Wallpaper Custom Wallpaper

» Students Inherited

UPLOAD WALLPAPER FILE

We only support jpg (.jpg or .jpeg) files.

Replaces the default wallpaper with your own custom wallpaper (e.g school logos, school picture etc).
You can upload images in JPG format (.jpg or .jpeg files) up to a size of 16 megabytes. Other file types are
not supported.
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Force- install apps and extensions

Force-installed Apps and Extensions

= Google Admin Q, Search for users, groups, and settings (e.g. manage user data)
The selected apps and extensions will be automatically installed.
- )
Device management > Chrome > User Settings <@ Chrome Web Store Total to force install: 2
Search on Chrome Web Store .+ Screencastify - Sc... Details Remove
ORGANIZAT.ONS SealCh Sett‘ngs E Share to Classroom Details Remove

~ chrome4edu.com

Staff Force- 2 apps or extensions will be automatically installed. Manage force-installed apps Q
installed Note: To ensure force-installed apps and extensions can't be tampered with, we recommend you disallow developer tools access.
» Students Apps and
Extensions

Inherited

Choose which apps and extensions to automatically install on the users’ Chrome Browsers or
devices that run Chrome OS. The apps appear when users sign in to their managed account.
Users can't remove force-installed apps. The items also bypass any list of blocked apps and
extensions.

Click ‘Manage force-installed apps’ to select apps and extensions to force-install.
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Allow or Block All Apps and Extensions

Google Admin Q_ Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings

ORGANIZATIONS Search settings
~ chromededu.com Allow or Choose which Chrome apps and extensions to allow.
Staff Block All Allow all apps and extensions except the ones | block v P
Apps and
» Students Extensions

Inherited

Select whether you want to allow or block users from installing all apps and extensions. Based on the setting you choose, you can then make

exceptions using the Allowed Apps and Extensions setting. If you choose to “Block all apps and extensions except the ones you allow”, the next
block lets you choose what apps or extensions will be allowed for your users.

Allowed 4 apps or extensions are allowed. Manage &
Apps and

Extensions

Inherited




Block Extensions by Permission

Google Admin

Q, Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings

ORGANIZATIONS

~ chrome4edu.com

Staff

» Students

Search settings

Block
Extensions
by
Permission

Locally
applied

Permissions and URLs Q

Block extensions by permissions and URLs. Learn more

If the extension uses one of the selected permissions, block v

[] Alarms

[ clipboard Write
[] Enterprise Device
) G

[] Detect Idle

[} Media Galleries
[ Notifications

[J Platform Keys

[J Memory Metadata
[] 2-Factor Devices

[ video Capture

[J Audio Capture
[] context Menus

O Experimental APIs

[] certificate Provider
[) Desktop Capture

[ Fullscreen Apps

O File System Provider ] HID

O Identity

[] Native Messaging
[] Printers

[] storage

[] Network Metadata
[C] Textto Speech

VPN Provider

[] Google Cloud
Messaging

[} Captive Portal
O ég:il'é?mica\or
[CJ sync File System
[J Display Metadata
[J Unlimited Storage

) web Requests

[ clipboard Read

] Document Scan

] File Browser Handler
[] override Fullscreen
D gse%aﬁgca\ion

] Power

Set Proxy

[J cPU Metadata

[] storage Metadata
[ use

[ Block Web Requests

Prevent users from running extensions
that request certain permissions that
your organization doesn't allow. Select
whether to allow or block apps that
request specific permissions. Then
check the permissions to allow or
block.
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Pinned Apps and Extensions

Pinned Apps and Extensions

The selected apps and extensions will be pinned to the Chrome launcher.

Google Admin Q. Search for users, groups, and settings (e.g. manage user data) <g] Chrome Web Store Total to pin: 3
ISearch on Chrome Web Store B Google Classroom Details Remove
Device management > Chrome > User Settings L Google Drive Details Remove
M1 Gmail Details Remove
ORGANIZATIONS Search settings
~ chrome4edu.com
Staff Pinned 3 apps or extensions will be pinned to the Chrome launcher if they are installed. Manage pinned apps o
Apps and
» Students Extensions

This setting pins the apps and extensions pinned to the app launcher that your users see when signed in to their
Chrome device.

This policy has no effect on Android apps running on Chrome OS. For information on force installing Android apps on
Chrome devices that support them, see ‘Installing Android Apps’
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Chrome Web Store

Google Admin Q, Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings

ORGANIZATIONS Search settings

- chromededu.com Chrome Web Store @

Staff
» Students Chrome Web Store Chrome Web Store Homepage
I“:’"te';age Use the "For chrome4edu.com” collection: V|
rhene https://chrome.google.com/webstore/category/for_your_domain
"For chrome4edu.com"” Collection
You may recommend apps and extensions for your domain in a custom collection in Chrome Web
Store.
Recommended Apps and 5 apps or extensions are recommended for your users. Manage Recommended apps and extensions
Extensions
Inherited The selected apps and extensions will appear in the "For chrome4edu.com’ collection.
? Chrome Web Store > | | Total to recommend: 4
You can Change -the Chrome Web Store Homepage to a ?‘ Domain Apps > TynkerforEducal... Details Remove  Inherited
' . . Khan Academy He... Details R Inherited
custom homepage for your users when they're signed in. You @ enscaiiogye o e e
. . . E Quizlet Details Remove Inherited
can also recommend apps and extensions for your domain in _ ,
. . ; .w Read&Write for G... Details Remove Inherited
a custom collection named after your domain in the Chrome

Web Store.




Android Applications on Chrome Devices

Google Admin Q_ Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings

ORGANIZATIONS Search settings

~ chrome4edu.com . .
Android applications @

Staff
» Students Android applications on Allow an approved set of Android applications to be installed on supported Chrome Devices
Chrome Devices Note: Android apps on Chromebooks are available as a beta feature for Chrome Education customers.
Inherited
Allow ¥

Please read this article before enabling this policy. This policy is only supported on certain devices,
and if those devices are older, they will require a file system migration before this policy will take effect.
Learn more. We also recommend you configure applications in the App Management section before
enabling this policy so users have applications to use. Learn more.

By default, users in this organization are not allowed to install Android Apps on devices. Selecting Allow will give
users access to the approved apps in the Google Play Store on their Chrome devices. (Note: only approved apps will
be available, see Android Apps and not all Chromebooks are capable of running Android Apps)
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Idle Settings

Google Admin

Q, Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings

ORGANIZATIONS

~ chrome4edu.com

Staff

» Students

Search settings

Idle Settings
Locally applied

Idle Settings O
Idle time in minutes (leave empty for system default)
10
Action on idle

Logout v
Action on lid close

Logout v

Idle time in minutes

To specify the amount of idle time before a user’s device
goes to sleep or signs them out, enter a value in minutes.
To use the system default, which varies by device, leave
the box empty.

Action on idle

Select what you want the device to do after the idle time
expires:

° Sleep—if you want the device to go into sleep
mode
Logout—if you want to sign out the current user
Lock Screen—if you want to lock the screen on
the users device without signing them out

Action on lid close

Select if you want a user's device to go to sleep or sign
them out when they close the device lid. On shared
devices, we recommend the ‘logout’ on lid close option as
this will keep users data safe if they forget to sign out of
the device when they return it.




Incognito Mode and Browser History

Goog|e Admin Q, Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings

ORGANIZATIONS Search settings
~ chromededu.com Incognito Incognito Mode

Staff Mode Disallow incognito mode y

Locally applied
» Students

Browser Always save browser history v
History
Inherited
Clear Clear Browser History Q

Browser
History
Locally applied

Do not allow clearing history in settings menu v

Incognito Mode: Setting this policy to Disallow
Incognito Mode prevents users from opening
new incognito windows. We recommend this
for students to ensure that user settings stay
in place.

Browser History: Controls whether the
browser saves the user's browsing history. We
recommend ‘always saving browser history’ so
teachers can view what sites students have
visited.

Clear Browser History: Specifies whether
users can clear browser data, including their
browsing and download history. We
recommend ‘Do not allow clearing of history in
settings menu’ so teachers can view what
sites students have visited without students
deleting it.




Safe Browsing

Goog|e Admin Q. Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings

ORGANIZATIONS Search settings

~ chrome4edu.com

Safe Safe Browsing o
Browsing
Locally applied

Staff

Always enable Safe Browsing Y

» Students

Safe Browsing in Chrome helps protect users from websites that may contain malware or phishing content.

The default setting is Allow user to decide whether to use Safe Browsing. We recommend the setting ‘Always enable Safe Browsing’ for your
users.




Homepage and Pages to Load on Startup

Google Admin Q_ Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings
ORGANIZATIONS Search settings

~ chrome4edu.com
Homepage Homepage is New Tab Page

Staff Locally
applied Homepage is always the Homepage URL, set be ¥

» Students Homepage URL )

www.school.co.nz

Pagesto  Pages to Load on Startup
Load on Put each URL on its own line. For example:
Startup example.org

Locally http://example.com
applied

https://drive.google.com
https://classroom.google.com/

Homepage: The default is to Allow user to
configure their new homepage in their Chrome
menu . If you don't want to allow the user to
change the homepage, you can specify that the
Homepage is always the new tab page or that the
Home page is always the Homepage URL, set
below.

If you select Homepage is always the Homepage
URL, set below, enter the URL for the homepage in
the text box. With this option, users can't change
their homepage in Chrome.

Pages to Load on Startup: Enables you to specify
URLs for pages that should load when the user
starts the Chrome device. The specified home
page appears on the active tab; any pages you list
here appear on additional tabs.
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Safe Search and YouTube Restricted Mode

Google Admin Q_ Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings
ORGANIZATIONS Search settings

~ chrome4edu.com

Safe Search  Google Safe Search for Google Web Search queries
and
» [Sdenie Restricted Always use Safe Search for Google Web Search v

Mode
Locally applied

Staff

Restricted Mode for YouTube

Enforce at least Moderate Restricted Mode on Y ¥

Google Safe Search for Google Web Search queries

° Do not enforce Safe Search for Google Web Search
queries - Default setting.

° Always use Safe Search for Google Web Search queries -
Selecting this option will make your selected users use
SafeSearch. We recommend this setting for your
students.

Restricted Mode for YouTube

° Do not enforce Restricted Mode on YouTube - Default
setting.

° Enforce at least Moderate Restricted Mode on YouTube -
Selecting this option will make your selected users use
Restricted Mode. It limits which videos are viewable
based on their content and also blocks the comments.

° Enforce Strict Restricted Mode for YouTube - Selecting
this option will make your selected users use Strict
Restricted Mode. This further limits available videos.

We recommend enforcing either moderate or strict restricted mode
on for your students




URL Blocking

GOOQ|€ Admin Q, Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings

ORGANIZATIONS Search settings
+ chrome4edu.com URL Blocking URL Blacklist
Locally applied  Any URL in the URL blacklist will be blocked, unless it also appears in the URL blacklist exception list. Put each URL on its own line. For
example:
Staff example.org
http://example.com
» Students [Google Chrome Build 15.0.874.12+]

facebook.com
snapchat.com|

URL Blacklist: Prevents Chrome users from accessing specific
URLs.

To configure this policy, enter up to 1,000 URLs on separate lines.
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Managed Bookmarks

Google Admin Q_ Search for users, groups, and settings (e.g. manage user data)

Device management > Chrome > User Settings

ORGANIZATIONS Search settings

~ chrome4edu.com
Managed Bookmarks

Managed Bookmarks Folder Name
Staff Locally applied

Useful Links
» Students

Managed Bookmarks

URL Name Count: 3
https://classroom.google.com Classroom i-
https://edutrainingcenter.withgoogle.c ~ Google training Centre [

Google for Education - Computer

https://www.google.com/intl/en_uk/ec A
Science

|www.example.com | Name

Allows you to push a list of bookmarks for the convenience of users on Chrome on all platforms including mobile devices.

Note: You can only create one folder of managed bookmarks, so we suggest giving the folder a generic name (e.g Useful Links or School Links etc).




Download Location

Google Admin Q_ search for users, groups, and settings (e.g. manage user data) Sets the default download location on Chrome devices
and specifies whether a user is allowed to modify that
Device management > Chrome > User Settings location. The download location policy choices are:
ORGANIZATIONS Search settings .
] ’ ° Set Google Drive as default, but allow user to
~ chrome4edu.com change
. . ° Local Downloads folder, but allow user to
Staff Download Location Set download location
Locally applied Change
» Students Force Google Drive v ° Force Google Drive

If you select Force Google Drive (regardless of prior user
choice), Google Drive is forced to be the download folder
and a user is not allowed to change this setting.
However, the user can still move files between local
folders and Google Drive using the Files app.

For G Suite for Education users, and especially those
using shared devices, we recommend the ‘Force Google
Drive’ option.




Disable Hardware

Google Admin Q Search for users, groups, and settings (e.g. manage user data) External Storage devices: Controls whether users in your

organization can use Chrome devices to mount external drives,
including USB flash drives, external hard drives, optical storage,
ORGANIZATIONS Search settings Secure Digital (SD) cards, and other memory cards.

~ chrome4edu.com

Device management > Chrome > User Settings

Hard o A . .
ardware @ Audio Input: Controls whether users in your organization can let

websites access audio input from the built-in microphone on a

» Students . q
Ext | St ]
Inheer\::: orage Devices Secure Digital (SD) Cards, USB Flash Drive Devices, and MTP devices Q Chrome deVICe'

Staff

Al EEE SRR RS z This policy does not affect input from external audio input
devices, such as microphones that users connect to the USB
ki Microphone and Audio nput & port. When a user connects an external audio input device, the
Prompt user to allow each time \/

audio on the Chrome device unmutes immediately.

Il::gri:e(?utput Speakers and Audio Output ) Audio Output: Controls whether users in your organization can
Enable audio output T play sound on their Chrome devices. The policy applies to all
audio outputs on Chrome devices, including built-in speakers,
i Video Input & headphone jacks, and external devices attached to HDMI and
Enable video input b USB pOI'tS.

Video Input: Specifies whether websites can access the built-in
Chrome device webcam.




Android Apps
Google Play

Note: General information within this section has come from Google’s Android apps on Chrome devices Support Website. Any recommendations are what Noel Leeming consider

(oD noel leeming

best practice for NZ schools.


https://support.google.com/chrome/a/answer/7131624?hl=en

Android on Chrome Administration

App management

Allow install, force App sync and install School approved,
install, pin to taskbar managed library
School approved apps available for Automatically syncs when Managed through Admin Console;
download by students or students log in for the first time select from top EDU aps; configure
force-installed for users to OU; push or allow install
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Google Play Store
and Admin Console

e Disabled by default for managed devices

Chrome Management

e Enable in Admin Console for the domain:

o Device Management > Chrome
Management > Android Application 3
Settings

e The Play Store on Chromebooks needs to be
allowed at OU level via user policy

~ Google Play Store settings

[7] Enable Play Store and Android Apps to be managed through the Admin Console
Enable Google Play Store
for your domain 8y checking this checkbox you agree to the terms in the Androld for Work You must click on and read
this agreement before this Setting is made avallable.
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Approving Android Apps

e Android apps need to be approved before they can

3 = Google Admin Q  Search for users, groups, and settings (e.g. cannot login) =
be installed [ —r— =
o Go to Device management > Chrome > App o
Management o @ s
o Choose Android Apps under App Type B
o Click the yellow + to open Google Play - s
o Search for the required App - Y oo
. o Cisco Webex Meetings 0 Installed, Kiosk, Pinned, Allowe
o Click Approve
@ Citrix Workspace Insta. * ined, Allowed

o Review permissions

o Click Approve

o Choose between accepting new permissions or
revoking approval if permissions change

(oD noel leeming



App Management

e Approved apps are available to a” users in the Google ~ Q  Search forusers, groups, and settings (e.q. verify your domain)

domain to allow or force installation.

e Select app and manage assignment
by OU (same as any Chrome apps)
o Allow installation
o Force install —
o Pin to taskbar «©

Pinto taskbar

Google Classroom

A User settings

SAVE  CANCEL

(oD noel leeming



Chromebook App Hub

A platform to enable educators and Many apps, ‘ 4
developers to work together in order unlimited possibilities. :
to showcase Chromebook apps and T —— ®

to engage Chromebook activity
ideas for classroom.

Apps educators love

Filter by App category Age range Subject

@ o

Explain Everything Book Creator Screencastify

chromebookapphub.withgoogle.com

(oD noel leeming


http://chromebookapphub.withgoogle.com

Devices

Note: General information within this section has come from Google’s Manage policies for Chrome devices website. Any recommendations are what Noel Leeming consider best

(oD noel leeming

practice for NZ schools.


https://support.google.com/chrome/a/topic/6274424

Devices

See all the devices logged
into your domain. Looking for
something specific? Just sort
and filter the list.

The primary use for this has to do with inventory.
You can see where devices should be located, what
the serial number and Asset ID is, disable and
deprovision devices, and track recent users.

(@D noel leeming



Device Details

= Google Admin Q  Search for users or settings

Device management > Chrome > Devices

Include all organisational units 98 Chrome devices =]
<

Search for organisational units
Status: Provisioned <+ Add afilter

~ gedu.demo.noelleeming.co.nz

»  Administrators D Serial number Status Asset ID Organisational unit Enrolment time Last policy sync ¥ User Location Notes Auto-update expiration E
»  Chromebooks [ nNxeMssA0028100DABS7600  Provisioned  C11 Demo Kit C 29 May 2018,10:33 27 Aug2019,17:30  cdemo@gedu.demo.noelleeming.co.nz Jan 2022
»  Student Demo Users
D NXGNJSA00173917E4C7600 Provisioned = C22 Demo Kit C 6 Jul 2018, 12:57 27 Aug 2019, 17:05 cdemo@gedu.demo.noelleeming.co.nz Nov 2023
Students
D NXGNJSA0017391837E7600 Provisioned C14 Demo Kit C 29 May 2018,10:51 27 Aug 2019, 16:45 cdemo@gedu.demo.noelleeming.co.nz Nov 2023

In ‘Chrome Devices’, admin’s are able to view the following in regards to each of the managed devices for their organisation: Serial
number; Status (i.e provisioned or deprovisioned); Asset ID; Enroliment Date; Last Sync; User; Location; Notes, Auto-update expiration

The ‘user’ is initially populated with the user who first enrolled the device. You can edit the field after auto-population.

Note: You can see the Serial Number and Asset ID of a device by pressing Alt+V before signing in.



https://support.google.com/chrome/a/answer/6220366?hl=en

Track Active Times and Recent Users

Device management > Chrome devices > P202CCAV

In Chrome Devices, locate the device via the Asset ID and click
~ System Activity and Troubleshooting on the corresponding serial number. Scroll to ‘System Activity
and Troubleshooting” to see Active Times and Recent Users.

Active Times @ Date Active Time Active Times: Shows up to the last 15 days of activity on the
Jul31,2018 1 minute device, including when it was last used and for how long. The
A9 T 2018 thotrs i migUtes times and dates shown are based on the time zone of the device.
ANGBZOIB 2 houtsoUmKctes You can turn this feature on in the Admin console at Device
management > Chrome management > Device settings > Device
State Reporting.

Recent Users @ edupartner7@chrome4edu.com

most to least recent
( ) edupartner23@chrome4edu.com

edupartner12@chromededu.com Recent Users: Displays the last users of the Chrome device.
adminlogin1@chrome4edu.com Public, kiosk, and guest-mode sessions are not reported. Email
edupartner30@chrome4edu.com addresses for unmanaged users are not displayed; instead these

display as "User not managed by your domain". You can turn on
this feature in the Admin console at Device management >
Chrome management > Device settings > Device Reporting >
Device User Tracking.




How to disable a device

1. From the Admin console Home page, go to Device management > Chrome devices
Device management - Chrome devices. e T D et st
2. If you don't see Device management on the
Home page, click More controls at the bottom. By taus e
3. If the Filters pane on the left isn't open, click L : seiy  EOMEDEEL Asset 1D Encllment Date Last syne
Filter to openit. i b sosemeiiad sep27,2017 oa12.2017
4.  Onthe left, under By Status, select Provisioned. - e s v Disable
5.  Onthe left, click the organization the device is in. s e sco| Visioned none specifed el o720
Tip: If you don't know which organization a . o o e — — s s
device is in, you can search by device serial it
number or Asset ID in the search field at the top Sty e — B sep 26,2017 sep 27,2017
of the list of organizations.
6.  Check the box next to the device you want to
disable. &
7.  Atthetop, click More Actions - Disable.
Note: We recommend that you include a return - devicl':f::f:ed by the
address and contact phone number in your john-adams-school.edu administrator
message. You can edit the message on the
device settings page for the device's Rersb o

Anytown, Your State, Zip Code

organizational unit.
8 Click Disable or call if found: 555-555-5555




How to deprovision a device

Device management > Chrome devices > NXHOBSA00182709C0D7600

1. From the Admin console Home page, go to Device

management - Chrome devices.
2. If you don't see Device management on the Home page,

click More controls at the bottom. NXHOBSA00182709C0... bemrovison
3. If the Filters pane on the left isn't open, click Filter to open o e

it. chromesedu.com> NZ Edu on Tour Devices Re-enble
4. On the left, under By Status, select Provisioned. bisable
68 On the left, click the organization the device is in.

Tip: If you don't know which organization a device is in, you 11/26/18, 3:20 PM

can search by device serial number or Asset ID in the Last policy fetch time

search field at the top of the list of organizations.
6. Check the box next to the device you want to disable.

7. At the top, click More Actions - Disable.
Note: We recommend that you include a return address
and contact phone number in your message. You can edit
the message on the device settings page for the device's
organizational unit.

8. Click Disable.

Note: You can also click on the devices serial number, click Wi[)e the device.
on the more actions button and click disable device (as
shown on the right).
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How to wipe a device

If a device has been previously enrolled and deprovisioned, you will need to wipe the
device so that it can be enrolled onto your domain. To do this, follow the steps below:

Press Esc + “refresh” + Power. A yellow exclamation point (!) is displayed.

Press Ctrl + D to begin dev mode, then Enter.
A red exclamation point is displayed.

“OS Verification is OFF” message is displayed
press Space, then Enter.

“OS Verification is now ON” - device will reboot

(@D noel leeming




Network Settings

~—>
)

Note: General information within this section has come from Google’s Manage networks Support Website. Any recommendations are what Noel Leeming consider best practice for

NZ schools.
(oD noel leeming



https://support.google.com/chrome/a/answer/2634553?hl=en

Recommended Wi-Fi Settings

= Google Admin Q,  Search for users, groups, and settings (e.g. setup billing)

Device management > Networks > Wi-Fi

ORGANIZATIONS SETTINGS for gedu.demo.noelleeming.co.nz

v gedu.demo.noelleeming.c...

Wi-Fi: Chromebooks SSID:NLADSL4
Locally applied Applied to:Users
SSID hidden:No

Auto-Connect:Yes
Restricted to:Chromebooks

We recommend pushing Wi-Fi settings to your Chromebooks (either via device or user) so that

Chromebooks will connect automatically to your network.
(oD noel leeming



Google Vault

Note: General information within this section has come from Google’s Google Vault Support Website. Any recommendations are what Noel Leeming consider best practice for NZ

(oD noel leeming

schools.


https://support.google.com/vault/answer/2462365?hl=en

Google Vault

What is Google Vault?

Use Vault to retain, hold, search, and export data in support of your organization’s retention and eDiscovery
needs.

Vault supports:

Gmail messages

Chats in classic Hangouts with history turned on and Google Talk chats that are on the record
Google Groups

Files in Google Drive

Conversations in Hangouts Chat with history turned on.

Recordings in Hangouts Meet
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Recommended Google Vault Retention Policies

We recommend that you should set up retention rules to cover the amount of time data should be retained by your school. You should consult the
relevant people at your school to decide on the time-frame that data should be retained.

° In Vault, click Retention in the left navigation.
° Under Default retention rule, click a service, such as Drive or Gmail.
° Check the Set a default retention rule box.
° Choose how long to keep messages or files:
o Choose Indefinitely to permanently retain data.
o Click Save to create the default retention rule.
o Enter a number of days, from 0 to 36,500:
u Gmail, Groups, and Chat messages—days from when the message was sent.
u Drive—days from when the file was either created or last modified.
° Choose what to do with data past the duration you selected:
o Choose the first option to expunge just the messages or files that users have already deleted.
o Choose the second option to expunge all messages and files. This includes data that's in users' inboxes and Drives. It also includes

data that has already been deleted.
Click Continue.

Important notes:

° What happens after you set default retention rules: Unless a custom rule or hold applies, data is preserved according to the default retention
rule.

° What happens when a user deletes a message or file: The message or file is removed from that user's account. However, when the default
retention rule or a custom rule applies, the message or file is still available in Vault for the remainder of the retention period.

Click here for more on how retention works
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https://support.google.com/vault/answer/2990828

Support &
Troubleshooting
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Requesting Support

id B Cloud BE Importantly good s

pttings (e.g. manage user data)

e Enterprise Support PIN in Google
Admin Console Support page

—
Billing

View charges and
manage licenses

Admin roles

e Email and Phone support available 24/7

e Extensive online resources available here

Google | ES

min console

Add new admins

Welcome to your Google Admin console, your Android for Work mobility management is available in Securif

&

;) ]

2] -

Support
N & Talk with our support
Device management Support Users Admin roles feam P
Settings and security for Talk with our support Add, rename, and Add new admins
fevices team manage users

B Code BN GSA-Archive BB Cool stuff

—

Reports

Track usage of services

L4

Device management

Secure corporate data
on devices

Data migration

Import email, calendar
and contacts

e 0

Phone Support

Toll Free, Australia only:
1800-726-151

Worldwide, charges may apply.
+44-207-076-0897
+1-646-257-4500

You'll be asked for a PIN to verify that you are an

Administrator for the account.

GET PIN

Phone support is available 24 hours a day, 7 days a

week.

VIEW GLOBAL SUPPORT OPTIONS (4

Get the Admin console app for Android
and i0S devices.

Tools

Get help from a partner
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https://support.google.com/

Chrome Help Centre

https://support.google.com/chrome

Google Q@ Search Chromebook Help

[ ) Troubleshooting and resolving Common issues Chromebook Help CHROMEBOOK 3] HELP FORUM GET DEVICE
Welcome to the Chromebook Help Center

e Fix hardware and system problems e

Connect your Chromebook

e Managing Chrome devices

e Known Issues P
e Release Blog -
— ——
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https://support.google.com/chrome
https://support.google.com/chrome/a/known-issues/1700835?hl=en
https://chromereleases.googleblog.com/

Stay Involved as a Chrome Admin

Update feed: alerts you to any changes and additions we make to the product, with updates announced about once
a week. Subscribe here.

Email subscription: you can get the update feed info sent to you in an email message (up to one message per
day). Subscribe here.
Blogs: the following official Google blogs provide useful and timely information about Google Apps:

e Google Enterprise Blog: Updates and stories about all Google Enterprise products, including Chrome for
Business

e Google Chrome Blog: For the latest news about the Chrome browser and Chrome Devices

e Gooagle Chrome Releases Blog: Release notes and feature announcements
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http://feeds.feedburner.com/GoogleChromeReleases
http://feedburner.google.com/fb/a/mailverify?uri=blogspot/dbusP
http://googleenterprise.blogspot.com/
http://chrome.blogspot.com/
http://googlechromereleases.blogspot.com/

Do your settings reflect best practice?

For $499, we can do a Google for Education
Health Check for your school. For the
categories on the right, we can report on
your current state and advice changes to
make so that your settings reflect best
practice.

For more information please contact your
local Noel Leeming Commercial Manager.

Alternatively please contact -

Email - commercialbusiness@nlg.co.nz

Phone - 0800 737 5223

Chrome Education Upgrade Status

Admin Roles

Apps

G Suite Core Services
Additional Google Services
Network Settings
Wi-Fi Settings

Device Settings

Organisation Unit Structure (Devices)
Device Sign-in Settings

Return Device Instructions

Sign-in Keyboard

User Settings

Organisational Unit Structure (Users)
Chrome Apps and Extension Status
Idle settings

Incognito mode and browser history
Safe browsing

Safe search YouTube restricted mode
URL blocking

Download location

Android Apps
Android application settings

Google Vault

Google Vault Retention Policies
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